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Discovery Tasks 
 

 Task Description 

 Detect Domain Controllers Identifies Domain Controllers and Online status. 
 FSMO Role Analysis Enumerates FSMO roles at the site. 
 Enumerate Organization Units and Security Groups Lists the Organizational units and Security Groups with members. 
 User Analysis List of users in AD, status, and last login/use. Helps identify potential security risks. 

 Detect Local Mail Servers Mail server(s) found on the network. 
 Detect Time Servers Time server(s) found on the network. 
 Discover Network Shares Comprehensive list of Network Shares by Server. 
 Detect Major Applications Major apps / versions and count of installations. 

 Web Server Discovery and Identification List of web servers and type. 
 System by System Event Log Analysis Last 5 System and App Event Log errors for servers. 
 Detailed Domain Controller Event Log Analysis List of event log entries from the past 24 hours for the Directory Service, DNS Server and File 

Replication Service event logs. 

 Network Discovery for Non-A/D Devices List of non AD devices responding to network requests. 
 SQL Server Analysis List of SQL Servers and associated database(s). 
 Internet Domain Analysis “Whois” check for company domain(s). 
 Password Strength Analysis Uses MBSA to identify computers with weak passwords that may pose a security risk. 

 Internet Access and Speed Test Test of internet access and performance. 
 External Security Vulnerabilities List of Security Holes and Warnings from External Vulnerability Scan. 
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1. Assessment Summary 
 

Domain 

Domain Controllers 2 

Number of Organizational Units 6 

Users 

# Enabled 31 

Last Login within 30 days 9 

Last Login older than 30 days 22 

# Disabled 1 

Last Login within 30 days 0 

Last Login older than 30 days 1 

Security Group 

Groups with Users 13 

# Total Groups 49 

Computers in Domain 

Total Computers 26 

Last Login within 30 days 12 

Last Login older than 30 days 14 

Windows 2000 Professional 3 

Windows 7 Professional 4 

Windows 7 Ultimate 1 

Windows Server 2003 1 

Windows Server 2008 Standard 3 

Windows XP Professional 14 

Miscellaneous 

Non-A/D Systems 6 

MX Records 1 

MS SQL Servers 6 
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Web Servers 7 

Printers 2 

Exchange Servers 2 

Network Shares 47 

Installed Applications 217 

Potential or Severe Security Risks 3 

Potential Insecure Listening Ports 5 

External Network Security Holes 0 

External Network Security Warnings 2 

  



 

 

 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 7 of 62 

2.1 Domain Controllers 
 

There are 2 domain controllers: 

 

Domain Controller Status 

GPMain.GREATPRODUCTS.local online 

GPSRV1.GREATPRODUCTS.local offline 

 

2.2 FSMO Roles 
 

There are a set of roles needed to operate a Windows domain.  These roles are called Flexible Single Master Operation (FSMO, pronounced “Fiz-mo”) roles. 

 

Role Domain Controller Best Practice 

Schema Master GPSRV1,GPSRV1.GREATPRODUCTS.local ForestWide 

Relative ID (RID) Master GPSRV1,GPSRV1.GREATPRODUCTS.local DomainSpecific 

Domain Naming Master GPSRV1,GPSRV1.GREATPRODUCTS.local ForestWide 

Infrastructure Master GPSRV1,GPSRV1.GREATPRODUCTS.local DomainSpecific 

PDC Emulator GPSRV1,GPSRV1.GREATPRODUCTS.local DomainSpecific 
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2.3 Organizational Units 
 

Active Directory is organized into basic organizational units. 

 

● GREATPRODUCTS.local 

o Builtin (21 Security Groups) 

o Computers (24 Computers) 

o Domain Controllers (2 Computers) 

o ForeignSecurityPrincipals 

o Service Accts (4 Users) 

o Users (28 Security Groups, 28 Users) 
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2.4 Group Policy Objects 
 

Lists Organization Units (OU) and applied group policies. 

 

● GREATPRODUCTS.local 

o Builtin 

o Computers 

o Domain Controllers 

o ForeignSecurityPrincipals 

o Service Accts 

o Users 
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2.5 Users 
 

32 total users 

 

User Display Name Enabled Last Login 

Administrator Administrator enabled 5/23/2011 8:30:25 AM 

aGregory Amanda Gregory enabled 4/12/2011 6:35:04 AM 

Backup Backup enabled <never> 

ricohscans Copier enabled <never> 

david David Bridges enabled 9/28/2011 7:44:35 AM 

db DB enabled <never> 

DCS_GPMAIN DCS_GPMAIN enabled <never> 

elizabeth Elizabeth Pierce enabled 9/30/2011 5:05:31 AM 

generic1 Generic1 enabled 9/28/2011 8:45:26 AM 

Guest Guest disabled <never> 

IUSR_GPMAIN IUSR_GPMAIN enabled <never> 

jeannine Jeannine Jones enabled 9/30/2011 10:55:22 AM 

Gregory Gregory Loyd enabled <never> 

Keith Keith Gregory enabled 5/3/2011 9:07:52 AM 

Kristin Kristin Miller enabled 8/1/2011 8:20:27 AM 

KYScan KYScan enabled <never> 

linda Linda Mihyar enabled <never> 

Mandy Mandy Gregory enabled 4/7/2011 7:23:13 AM 

mark Mark Smith enabled <never> 

Mary Mary Brain enabled 9/27/2011 11:32:51 AM 

Margo Miller Margo Miller enabled <never> 

bill Bill Gates enabled 9/30/2011 10:37:49 AM 
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msmith Bill Smith enabled 9/30/2011 7:57:43 AM 

PSmithers Paul Smithers enabled 12/31/1600 7:00:00 PM 

PIT RapidFire enabled 9/30/2011 1:59:26 PM 

pfi PFI enabled <never> 

Jim Jim West enabled <never> 

remoteuser remoteuser enabled 11/18/2010 12:21:12 PM 

richard Richard Gregory enabled 8/3/2011 5:50:51 AM 

scans scans enabled 7/27/2011 11:16:06 AM 

tony Tony Gregory enabled 9/30/2011 9:16:07 AM 

upatel Sandeep Patel enabled <never> 
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2.6 Security Groups 
 

Group Members 

Account Operators 

(GREATPRODUCTS.local/Builtin/Account Operators) 

 

Administrators 

(GREATPRODUCTS.local/Builtin/Administrators) 

23 Total: 23 Enabled, 0 Disabled 

Enabled: Paul Smithers, Mandy Gregory, remoteuser, Jim West, Richard Gregory, 

Gregory Loyd, Mary Brain, Copier, Tony Gregory, Elizabeth Pierce, David Bridges, Bill 

Gates, Jeannine Jones, Mark Smith, Domain Admins, Margo Miller, DB, Enterprise 

Admins, Sandeep Patel, Backup, RapidFire, Administrator, Keith Gregory 

Allowed RODC Password Replication Group 

(GREATPRODUCTS.local/Users/Allowed RODC Password Replication Group) 

 

Backup Operators 

(GREATPRODUCTS.local/Builtin/Backup Operators) 

 

Cert Publishers 

(GREATPRODUCTS.local/Users/Cert Publishers) 

 

Certificate Service DCOM Access 

(GREATPRODUCTS.local/Builtin/Certificate Service DCOM Access) 

 

Cryptographic Operators 

(GREATPRODUCTS.local/Builtin/Cryptographic Operators) 

 

Denied RODC Password Replication Group 

(GREATPRODUCTS.local/Users/Denied RODC Password Replication Group) 

8 Total: 8 Enabled, 0 Disabled 

Enabled: Read-only Domain Controllers, Domain Controllers, krbtgt, Domain Admins, 

Schema Admins, Enterprise Admins, Group Policy Creator Owners, Cert Publishers 

DHCP Administrators 

(GREATPRODUCTS.local/Users/DHCP Administrators) 

 

DHCP Users 

(GREATPRODUCTS.local/Users/DHCP Users) 

 

Distributed COM Users 

(GREATPRODUCTS.local/Builtin/Distributed COM Users) 
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DnsAdmins 

(GREATPRODUCTS.local/Users/DnsAdmins) 

 

DnsUpdateProxy 

(GREATPRODUCTS.local/Users/DnsUpdateProxy) 

 

Domain Admins 

(GREATPRODUCTS.local/Users/Domain Admins) 

8 Total: 8 Enabled, 0 Disabled 

Enabled: Paul Smithers, Mark Smith, Margo Miller, DB, Sandeep Patel, Backup, 

RapidFire, Administrator 

Domain Computers 

(GREATPRODUCTS.local/Users/Domain Computers) 

 

Domain Controllers 

(GREATPRODUCTS.local/Users/Domain Controllers) 

 

Domain Guests 

(GREATPRODUCTS.local/Users/Domain Guests) 

 

Domain Users 

(GREATPRODUCTS.local/Users/Domain Users) 

 

Enterprise Admins 

(GREATPRODUCTS.local/Users/Enterprise Admins) 

7 Total: 7 Enabled, 0 Disabled 

Enabled: Paul Smithers, Margo Miller, DB, Sandeep Patel, Backup, RapidFire, 

Administrator 

Enterprise Read-only Domain Controllers 

(GREATPRODUCTS.local/Users/Enterprise Read-only Domain Controllers) 

 

Event Log Readers 

(GREATPRODUCTS.local/Builtin/Event Log Readers) 

 

Group Policy Creator Owners 

(GREATPRODUCTS.local/Users/Group Policy Creator Owners) 

5 Total: 5 Enabled, 0 Disabled 

Enabled: Paul Smithers, Sandeep Patel, Backup, RapidFire, Administrator 

Guests 

(GREATPRODUCTS.local/Builtin/Guests) 

2 Total: 1 Enabled, 1 Disabled 

Enabled: Domain Guests 

Disabled: Guest 

IIS_IUSRS  
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(GREATPRODUCTS.local/Builtin/IIS_IUSRS) 

Incoming Forest Trust Builders 

(GREATPRODUCTS.local/Builtin/Incoming Forest Trust Builders) 

 

Network Configuration Operators 

(GREATPRODUCTS.local/Builtin/Network Configuration Operators) 

 

Performance Log Users 

(GREATPRODUCTS.local/Builtin/Performance Log Users) 

 

Performance Monitor Users 

(GREATPRODUCTS.local/Builtin/Performance Monitor Users) 

 

Pre-Windows 2000 Compatible Access 

(GREATPRODUCTS.local/Builtin/Pre-Windows 2000 Compatible Access) 

2 Total: 2 Enabled, 0 Disabled 

Enabled: S-1-5-7, S-1-1-0 

Print Operators 

(GREATPRODUCTS.local/Builtin/Print Operators) 

 

RAS and IAS Servers 

(GREATPRODUCTS.local/Users/RAS and IAS Servers) 

 

Read-only Domain Controllers 

(GREATPRODUCTS.local/Users/Read-only Domain Controllers) 

 

Remote Desktop Users 

(GREATPRODUCTS.local/Builtin/Remote Desktop Users) 

4 Total: 4 Enabled, 0 Disabled 

Enabled: Mandy Gregory, Amanda Gregory, Richard Gregory, Keith Gregory 

Remote_Access 

(GREATPRODUCTS.local/Users/Remote_Access) 

15 Total: 15 Enabled, 0 Disabled 

Enabled: Bill Smith, Paul Smithers, Mandy Gregory, Amanda Gregory, Kristin Miller, 

Linda Mihyar, Richard Gregory, Gregory Loyd, Mary Brain, Tony Gregory, David Bridges, 

Bill Gates, Jeannine Jones, RapidFire, Keith Gregory 

Replicator 

(GREATPRODUCTS.local/Builtin/Replicator) 

 

Schema Admins 

(GREATPRODUCTS.local/Users/Schema Admins) 

5 Total: 5 Enabled, 0 Disabled 

Enabled: Paul Smithers, Sandeep Patel, Backup, RapidFire, Administrator 
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Server Operators 

(GREATPRODUCTS.local/Builtin/Server Operators) 

 

SQLServer2005MSSQLServerADHelperUser$GPMAIN 

(GREATPRODUCTS.local/Users/SQLServer2005MSSQLServerADHelperUser$GPMAIN) 

 

SQLServer2005MSSQLServerADHelperUser$GP-NET 

(GREATPRODUCTS.local/Users/SQLServer2005MSSQLServerADHelperUser$GP-NET) 

 

SQLServer2005MSSQLUser$GPMAIN$SQLEXPRESS 

(GREATPRODUCTS.local/Users/SQLServer2005MSSQLUser$GPMAIN$SQLEXPRESS) 

 

SQLServer2005MSSQLUser$GP-NET$HPWJA 

(GREATPRODUCTS.local/Users/SQLServer2005MSSQLUser$GP-NET$HPWJA) 

 

SQLServer2005MSSQLUser$GP-NET$XACTWARE 

(GREATPRODUCTS.local/Users/SQLServer2005MSSQLUser$GP-NET$XACTWARE) 

 

SQLServer2005SQLBrowserUser$GPMAIN 

(GREATPRODUCTS.local/Users/SQLServer2005SQLBrowserUser$GPMAIN) 

 

SQLServer2005SQLBrowserUser$GP-NET 

(GREATPRODUCTS.local/Users/SQLServer2005SQLBrowserUser$GP-NET) 

 

TelnetClients 

(GREATPRODUCTS.local/Users/TelnetClients) 

 

Terminal Server License Servers 

(GREATPRODUCTS.local/Builtin/Terminal Server License Servers) 

1 Total: 1 Enabled, 0 Disabled 

Enabled: GPREMOTE 

Users 

(GREATPRODUCTS.local/Builtin/Users) 

3 Total: 3 Enabled, 0 Disabled 

Enabled: S-1-5-11, S-1-5-4, Domain Users 

Windows Authorization Access Group 

(GREATPRODUCTS.local/Builtin/Windows Authorization Access Group) 

1 Total: 1 Enabled, 0 Disabled 

Enabled: S-1-5-9 

WINS Users 

(GREATPRODUCTS.local/Users/WINS Users) 
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2.7 Computers in Domain 
 

Computer Name IP Address(es) DNS Entries Operating Systems Last Login 

GP-NET   Windows Server 2003 4/29/2010 3:10:31 PM 

GPMAIN 10.5.0.15 GPMain.GREATPRODUCTS.local Windows Server 2008 

Standard 

9/30/2011 2:03:02 PM 

GPSRV1 fe80::2d36:6a1:dc79:88e7%17,10.5.0.10 GPSRV1.GREATPRODUCTS.local Windows Server 2008 

Standard 

9/30/2011 6:14:43 AM 

GPREMOTE 10.5.0.20 plsremote.GREATPRODUCTS.local Windows Server 2008 

Standard 

9/30/2011 1:59:18 PM 

TONY-PC   Windows 2000 

Professional 

<never> 

TONY-WKS   Windows 2000 

Professional 

<never> 

GP-OP170   Windows XP Professional <never> 

OWENS-V6864LSIA   Windows XP Professional <never> 

IBM-R51 10.5.0.44 IBM-R51.GREATPRODUCTS.local Windows XP Professional <never> 

MIKE-LAPTOP   Windows XP Professional <never> 

GPUK-KW 10.5.0.36 GPUK-KW.GREATPRODUCTS.local Windows 7 Professional 11/13/2010 2:54:30 PM 

HOST-B 10.5.0.43 HOST-B.GREATPRODUCTS.local Windows XP Professional 8/31/2011 12:42:48 PM 

TONY-TC 10.5.0.33 TONY-TC.GREATPRODUCTS.local Windows XP Professional 9/29/2011 8:26:17 AM 

DAVID-PC2 10.5.0.46 DAVID-

PC2.GREATPRODUCTS.local 

Windows XP Professional 2/16/2011 10:14:54 AM 

KRISTIN-LAPTOP 10.5.0.31 KRISTIN-

LAPTOP.GREATPRODUCTS.local 

Windows XP Professional 5/18/2010 2:14:58 PM 

MIKE-R500 10.5.0.30 MIKE-

R500.GREATPRODUCTS.local 

Windows XP Professional 5/18/2010 3:25:23 PM 
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Mary-LAPTOP 10.0.0.9 Mary-

LAPTOP.GREATPRODUCTS.local 

Windows XP Professional 9/27/2011 4:21:22 PM 

MAXINE-PC 10.5.0.41 jeannine-

pc.GREATPRODUCTS.local 

Windows XP Professional 9/30/2011 1:45:37 PM 

REMOTE-HOST 10.5.0.48 REMOTE-

HOST.GREATPRODUCTS.local 

Windows 2000 

Professional 

4/30/2010 7:34:04 AM 

ELIZABETH-PC 10.5.0.47 ELIZABETH-

PC.GREATPRODUCTS.local 

Windows XP Professional 9/30/2011 9:38:19 AM 

MILARDI-PC 10.5.0.38 MILARDI-

PC.GREATPRODUCTS.local 

Windows 7 Professional 9/30/2011 1:52:11 PM 

MIKE-PC 10.5.0.37 MIKE-PC.GREATPRODUCTS.local Windows 7 Professional 9/30/2011 12:10:43 PM 

GPKRISTIN 10.5.0.31 GPKRISTIN.GREATPRODUCTS.local Windows XP Professional 5/27/2011 4:29:15 PM 

GPTONY 10.0.0.10 GPTONY.GREATPRODUCTS.local Windows XP Professional 9/29/2011 9:53:40 AM 

DAVID-PC3 10.5.0.39 DAVID-

PC3.GREATPRODUCTS.local 

Windows 7 Professional 9/30/2011 10:57:10 AM 

GP-WS-01 10.5.0.31 GP-WS-01.GREATPRODUCTS.local Windows 7 Ultimate 9/29/2011 8:59:02 AM 
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2.8 Domain Service: DHCP 
 

Served By: dc01.GREATPRODUCTS.local 

 

Errors (last 24 hours)  

 

 

 

2.9 MS SQL Servers 
 

Computer Name Instance Version # of Databases Active SQL Agent Jobs? 

MAXINE-PC  8.00.194 4 0 

MAXINE-PC XACTWARE 9.00.5000.00 4 0 

GPMAIN SQLEXPRESS 9.00.4035.00 <unknown> <unknown> 

GPREMOTE XACTWARE 9.00.5000.00 <unknown> <unknown> 

MILARDI-PC   <unknown> <unknown> 

TONY-TC   <unknown> <unknown> 

 

 

2.10 Web Servers 
 

Computer Name Listening Port Server Type 

10.5.0.1 443/TCP  

GPMAIN 80/TCP Microsoft-IIS/7.0 

GPREMOTE 80/TCP,443/TCP Microsoft-IIS/7.0 

10.5.0.27 80/TCP Cherokee/0.7.2 (Debian GNU/Linux) 
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10.5.0.125 80/TCP debut/1.08 

10.5.0.236 80/TCP KM_HTTP-Server/0.1.0 

10.5.0.254 80/TCP  

 

 

2.11 Time Servers 
 

Time Server Name IP Address 

GPSRV1.GREATPRODUCTS.local fe80::2d36:6a1:dc79:88e7%17 

 

 

2.12 Printers 
 

Printer Name Printer Server Location Comment 

Kyocera GPMAIN Copy Room  

Brother HL-3040CN series Printer GPMAIN   

 

 

2.13 Exchange Servers 
 

Computer Name Server Type 

GP-ATL-EXCHTKT Exchange 2007 

GP-ATL-EXTEST Exchange 2007 
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2.14 Network Shares 
 

Hosted By Share UNC 

GPMAIN \\GPMAIN\ADMIN$ 

\\GPMAIN\Brother_Photo 

\\GPMAIN\C$ 

\\GPMAIN\D$ 

\\GPMAIN\David 

\\GPMAIN\E$ 

\\GPMAIN\Elizabeth 

\\GPMAIN\IPC$ 

\\GPMAIN\Jeannine 

\\GPMAIN\Kyocera 

\\GPMAIN\Mark 

\\GPMAIN\Mary 

\\GPMAIN\Bill 

\\GPMAIN\BillSmith 
\\GPMAIN\NetApps 

\\GPMAIN\NETLOGON 

\\GPMAIN\ofcscan 

\\GPMAIN\print$ 

\\GPMAIN\Public 

\\GPMAIN\Richard 

\\GPMAIN\SYSVOL 

\\GPMAIN\Tony 

 

GPSRV1 \\GPSRV1\ADMIN$ 

\\GPSRV1\C$ 

\\GPSRV1\D$ 
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\\GPSRV1\E$ 

\\GPSRV1\F$ 

\\GPSRV1\IPC$ 

\\GPSRV1\NETLOGON 

\\GPSRV1\SYSVOL 

 

GPREMOTE \\GPREMOTE\ADMIN$ 

\\GPREMOTE\C$ 

\\GPREMOTE\IPC$ 

 

MAXINE-PC \\MAXINE-PC\IPC$ 

\\MAXINE-PC\ADMIN$ 

\\MAXINE-PC\C$ 

 

MILARDI-PC \\MILARDI-PC\ADMIN$ 

\\MILARDI-PC\C$ 

\\MILARDI-PC\IPC$ 

\\MILARDI-PC\print$ 

 

MIKE-PC \\MIKE-PC\ADMIN$ 

\\MIKE-PC\C$ 

\\MIKE-PC\E$ 

\\MIKE-PC\IPC$ 

 

GPTONY \\GPTONY\IPC$ 

\\GPTONY\ADMIN$ 

\\GPTONY\C$ 
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2.15 Major Applications 
 

Application Name Version # Computers 

2007 Microsoft Office Suite Service Pack 2 (SP2)  1 

32 Bit HP CIO Components Installer 6.1.2 1 

64 Bit HP CIO Components Installer 6.2.2 1 

Access Help 2.00 1 

Acrobat.com 1.7.186 1 

Adobe Acrobat 6.0.1 Standard 006.000.001 1 

Adobe AIR 1.5.3.9130 1 

Adobe AIR 2.0.4.13090 1 

Adobe AIR 2.7.0.19530 1 

Adobe Atmosphere Player for Acrobat and Adobe Reader  2 

Adobe Flash Player 10 ActiveX 10.0.45.2 3 

Adobe Flash Player 10 ActiveX 10.3.181.26 1 

Adobe Flash Player 10 Plugin 10.0.12.36 1 

Adobe Photoshop Album Starter Edition 3.0 3.00.000 1 

Adobe Reader 9.4.5 9.4.5 1 

Adobe Reader X (10.1.0) 10.1.0 2 

AnswerWorks Runtime  1 

Apple Application Support 1.4.1 1 

Apple Mobile Device Support 3.3.0.69 1 

Apple Software Update 2.1.3.127 1 

Banctec Service Agreement 1.10.0000 1 

Belkin Setup and Router Monitor  1 

Bonjour 2.0.4.0 1 

Broadcom Drivers and Management Applications 12.18.01 1 
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Cartoon Cove  1 

Cisco Systems VPN Client 5.0.07.0290 5.0.6 1 

Client Security - Password Manager 8.20.0023.00 1 

Compatibility Pack for the 2007 Office system 12.0.6425.1000 1 

Conexant D850 56K V.9x DFVc Modem  1 

Conexant HD Audio 3.53.0.0 1 

CoreGP_Full_QFolder 1.00.0000 1 

CoreGP_Min_QFolder 1.00.0000 1 

Corel Applications  1 

Dell Digital Jukebox Driver  1 

Dell Driver Reset Tool 1.02.0000 1 

Dell Picture Studio v3.0 3.0.0 1 

Dell System Restore 2.00.0000 1 

Digital Line Detect 1.10 1 

DirectXInstallService 9.0.2 1 

Drag-to-Disc 9.05 1 

Driver Wizard  1 

erLT 1.20.137.31 1 

Express Scribe  1 

ExtraPutty 0.22 0.22 1 

File Uploader 1.2.5 1 

FileTrac-Outlook Addin 1.0.0 1 

FreeMyIT Agent 2.0.0023 4 

Google Toolbar for Internet Explorer 1.0.0 2 

Google Update Helper 1.3.21.69 2 

Help Center 2.00h 1 

High Definition Audio Driver Package - KB888111 20040219.000000 1 
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HL-2270DW 1.0.5.0 1 

HP Care Pack Core 1.0.0.0 1 

HP Care Pack Products 1.0.0.0 1 

HP LaserJet P2015 Series 1.0 1.0 1 

HP Software Update 3.0.6.003 1 

hppFonts 000.106.00040 1 

hppIOFiles 001.001.00024 1 

hppLJP2015 000.104.00224 1 

hppManualsP2015 000.104.00210 1 

hppTLBXFXP2015 001.000.00012 1 

hppWebRegMM 000.001.00001 1 

hpzTLBXFX 002.002.00170 1 

Inbox Toolbar 1.0.0 1 

InstallMgr 1.0.39.0 1 

Intel PROSet Wireless  1 

Intel Trusted Platform Module  1 

Intel(R) Extreme Graphics 2 Driver 6.14.10.4396 1 

Intel(R) Graphics Media Accelerator Driver  1 

Intel(R) Management Engine Interface  1 

Intel(R) PRO Network Adapters and Drivers  1 

Intel(R) PROSet for Wired Connections 8.00.5000 1 

Intel(R) PROSet/Wireless WiFi Software 12.02.1000 1 

Internet Explorer Default Page 1.00.03 1 

InterVideo Register Manager 1.0.4.0 1 

InterVideo WinDVD 5.0-B11.1243 1 

iTunes 10.1.0.56 1 

J2SE Runtime Environment 5.0 Update 10 1.5.0.100 1 
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J2SE Runtime Environment 5.0 Update 16 1.5.0.160 1 

J2SE Runtime Environment 5.0 Update 2 1.5.0.20 1 

J2SE Runtime Environment 5.0 Update 4 1.5.0.40 1 

J2SE Runtime Environment 5.0 Update 6 1.5.0.60 1 

J2SE Runtime Environment 5.0 Update 9 1.5.0.90 1 

Jasc Paint Shop Photo Album 5 5.1.0 1 

Jasc Paint Shop Pro Studio, Dell Editon 1.00.0000 1 

Java 2 Runtime Environment, SE v1.4.2_03 1.4.2_03 1 

Java Auto Updater 2.0.2.1 1 

Java Auto Updater 2.0.2.4 1 

Java Auto Updater 2.0.4.1 1 

Java(TM) 6 Update 19 6.0.190 1 

Java(TM) 6 Update 21 6.0.210 1 

Java(TM) 6 Update 25 6.0.250 1 

Java(TM) 6 Update 3 1.6.0.30 1 

Kaspersky Anti-Virus 2011 11.0.2.556 1 

Lenovo Fingerprint Software 3.2.0.275 1 

Lenovo System Toolbox 5.1.5183.14 1 

Macromedia Shockwave Player 10.1.0.11 1 

Matrox Graphics Software (remove only)  1 

Microsoft .NET Framework 1.1  2 

Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 2 

Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729 2 

Microsoft .NET Framework 3.5 SP1  5 

Microsoft .NET Framework 4 Client Profile 4.0.30319 1 

Microsoft .NET Framework 4 Extended 4.0.30319 1 

Microsoft Application Error Reporting 12.0.6012.5000 1 



 

 

 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 27 of 62 

Microsoft Baseline Security Analyzer 2.2 2.2.2170 1 

Microsoft Compression Client Pack 1.0 for Windows XP 1 2 

Microsoft Default Manager 2.1.54.0 1 

Microsoft Easy Assist v2 8.1.6416.0 1 

Microsoft English TTS Engine 2.0.1000.0 1 

Microsoft IntelliPoint 7.0 7.0.260.0 1 

Microsoft Internationalized Domain Names Mitigation APIs  2 

Microsoft Kernel-Mode Driver Framework Feature Pack 1.7  1 

Microsoft National Language Support Downlevel APIs  2 

Microsoft Office 2007 Service Pack 2 (SP2)  1 

Microsoft Office Access database engine 2007 (English) 12.0.6425.1000 1 

Microsoft Office Access MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office Access Setup Metadata MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office Basic Edition 2003 11.0.8173.0 1 

Microsoft Office Excel MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office File Validation Add-In 14.0.5130.5003 2 

Microsoft Office Office 64-bit Components 2007 12.0.6425.1000 1 

Microsoft Office Outlook MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office PowerPoint MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office Professional 2007 12.0.6425.1000 2 

Microsoft Office Proof (English) 2007 12.0.6425.1000 2 

Microsoft Office Proof (French) 2007 12.0.6425.1000 2 

Microsoft Office Proof (Spanish) 2007 12.0.6425.1000 2 

Microsoft Office Proofing (English) 2007 12.0.4518.1014 2 

Microsoft Office Proofing Tools 2007 Service Pack 2 (SP2)  1 

Microsoft Office Publisher MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office Shared 64-bit MUI (English) 2007 12.0.6425.1000 1 
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Microsoft Office Shared 64-bit Setup Metadata MUI (English) 2007 12.0.6425.1000 1 

Microsoft Office Shared MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6425.1000 2 

Microsoft Office Word MUI (English) 2007 12.0.6425.1000 2 

Microsoft Plus! Digital Media Edition Installer 1.1.0.3514 1 

Microsoft Plus! Photo Story 2 LE 1.1.0.3463 1 

Microsoft Search Enhancement Pack 3.0.126.0 1 

Microsoft Silverlight 4.0.60531.0 2 

Microsoft Software Update for Web Folders  (English) 12 12.0.6425.1000 1 

Microsoft SQL Server 2005 Express Edition (SQLEXPRESS) 9.3.4035.00 1 

Microsoft SQL Server 2005 Express Edition (XACTWARE) 9.4.5000.00 3 

Microsoft SQL Server 2005 Tools Express Edition 9.3.4035.00 1 

Microsoft SQL Server 2005 Tools Express Edition 9.4.5000.00 3 

Microsoft SQL Server 2005  4 

Microsoft SQL Server Desktop Engine 8.00.2039 1 

Microsoft SQL Server Management Studio Express 9.00.2047.00 1 

Microsoft SQL Server Native Client 9.00.4035.00 1 

Microsoft SQL Server Native Client 9.00.5000.00 3 

Microsoft SQL Server Setup Support Files (English) 9.00.4035.00 1 

Microsoft SQL Server Setup Support Files (English) 9.00.5000.00 3 

Microsoft SQL Server VSS Writer 9.00.4035.00 1 

Microsoft SQL Server VSS Writer 9.00.5000.00 3 

Microsoft UI Engine 4.0.0318.1 1 

Microsoft User-Mode Driver Framework Feature Pack 1.0  2 

Microsoft Visual C++ 2005 ATL Update kb973923 - x86 8.0.50727.4053 8.0.50727.4053 1 

Microsoft Visual C++ 2005 Redistributable - KB2467175 8.0.51011 1 

Microsoft Visual C++ 2005 Redistributable 8.0.56336 1 
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Microsoft Visual C++ 2008 Redistributable Package 1.0.0 1 

MSN Toolbar Platform 4.0.0316.3 1 

MSN Toolbar 4.0.0319.2 1 

MSXML 4.0 SP2 Parser and SDK 4.20.9818.0 1 

MSXML 6.0 Parser 6.10.1129.0 2 

Musicmatch Jukebox 10.00.4033 1 

NetWaiting 2.5.12 1 

Nikon Message Center 0.92.000 1 

OGA Notifier 2.0.0048.0 2.0.0048.0 1 

On Screen Display 5.21.00 1 

Picture Control Utility 1.1.6 1 

Presentation Director 4.00a 1 

ProactiveWatch Agent 2.1.1054 3 

ProactiveWatchGateway 2.1.1054 1 

Product_SF_Full_QFolder 1.00.0000 1 

Product_SF_Min_QFolder 1.00.0000 1 

Productivity Center Supplement for ThinkPad 3.00b 1 

QuickTime 7.68.75.0 1 

RealUpgrade 1.0 1.0.0 1 

Rescue and Recovery 4.21.0030.00 1 

SAPI Wrapper 1.0.0.0 1 

Seagate Manager Installer 2.01.0600 1 

Security Update for Microsoft Office system 2007 (972581)  2 

ShadowProtect Server 3.5.3570 2 

Sonic Icons for Lenovo 2.0.0 1 

System Update 3.14.0034 1 

TeamViewer 5 5.0.8625 1 
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TeamViewer 6 6.0.10418 1 

The Marketings Manager Application and Data  1 

The Marketings Manager Workstation  2 

ThinkPad EasyEject Utility 2.36 1 

ThinkPad FullScreen Magnifier 2.04 1 

ThinkPad Modem Adapter 7.73.00 1 

ThinkPad PC Card Power Policy 1.02 1 

ThinkPad Power Management Driver 1.45 1 

ThinkPad Power Manager 1.52 1 

ThinkPad UltraNav Driver 7.202.1616.206 1 

ThinkPad UltraNav Utility 2.04 1 

ThinkVantage Access Connections 5.21 1 

ThinkVantage Active Protection System 1.61 1 

ThinkVantage Productivity Center 3.02 1 

ThinkVantage Technologies Welcome Message 1.20 1 

Trend Micro Client/Server Security Agent 16.0.3052 2 

Trend Micro Plug-in Manager 1.5.1159 1 

Trend Micro Security Server 16.0.0.3052 1 

TTS Wrapper 1.0.0.0 1 

Update Manager 4.60 1 

ViewSonic Windows XP Signed Files  1 

Wallpapers  1 

WebEx  1 

WebFldrs XP 9.50.7523 2 

Win2PDF 3.0 3.0 1 

Windows Driver Package - AuthenTec Inc. (ATSwpWDF) Biometric  

(10/02/2008 8.1.2.37) 

10/02/2008 8.1.2.37 1 
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Windows Imaging Component 3.0.0.0 1 

Windows Internet Explorer 7 20061107.210142 2 

Windows Internet Explorer 8 20090308.140743 2 

Windows Media Connect  1 

Windows Media Format 11 runtime  2 

Windows Media Player 10 9.00.3636 1 

Windows Media Player 11  2 

Windows Presentation Foundation 3.0.6920.0 2 

Windows Search 4.0 04.00.6001.503 1 

Windows XP Service Pack 3 20080414.031525 2 

WordPerfect Office X3 13.0 1 

Xactimate 25 25.5.293.40863 3 

XML Paper Specification Shared Components Pack 1.0  2 

XP Themes 1.00.0000 1 
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2.16 Domain DNS 
 

IP Host 

10.0.1.3 dc01.GREATPRODUCTS.local 

10.0.1.3 GREATPRODUCTS.local 

10.0.1.4 megatron.GREATPRODUCTS.local 

10.0.1.5 dc02.GREATPRODUCTS.local 

10.0.1.5 GREATPRODUCTS.local 

10.0.1.6 ISA1.GREATPRODUCTS.local 

10.0.1.9 sharepoint1.GREATPRODUCTS.local 

10.0.1.10 conference1.GREATPRODUCTS.local 

10.0.1.10 KATHY.GREATPRODUCTS.local 

10.0.1.11 shredder.GREATPRODUCTS.local 

10.0.1.12 devwiki.GREATPRODUCTS.local 

10.0.1.13 remote.GREATPRODUCTS.local 

10.0.1.14 jazz.GREATPRODUCTS.local 

10.0.1.15 GP-ATL-HPV01.GREATPRODUCTS.local 

10.0.1.17 GP-atl-core.GREATPRODUCTS.local 

10.0.1.20 ESX.GREATPRODUCTS.local 

10.0.1.21 SERVER5.GREATPRODUCTS.local 

10.0.1.29 macmini.GREATPRODUCTS.local 

10.0.1.33 thrash2.GREATPRODUCTS.local 

10.0.1.34 fastfurlong.GREATPRODUCTS.local 

10.0.1.34 peach.GREATPRODUCTS.local 

10.0.1.35 pabuild.GREATPRODUCTS.local 

10.0.1.40 ERPnms-bdf.GREATPRODUCTS.local 

10.0.1.50 engineers.GREATPRODUCTS.local 

10.0.1.71 SALESlaptop.GREATPRODUCTS.local 
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10.0.1.73 D620-5P9W0C1.GREATPRODUCTS.local 

10.0.1.74 D620-5P9W0C1.GREATPRODUCTS.local 

10.0.1.77 DELLLaptop.GREATPRODUCTS.local 

10.0.1.77 USER-PC.GREATPRODUCTS.local 

10.0.1.80 sol7i386.GREATPRODUCTS.local 

10.0.1.80 testxp01.GREATPRODUCTS.local 

10.0.1.81 suse80prof.GREATPRODUCTS.local 

10.0.1.82 redhat80dev.GREATPRODUCTS.local 

10.0.1.83 debiani386.GREATPRODUCTS.local 

10.0.1.84 redhat4es.GREATPRODUCTS.local 

10.0.1.85 honker.GREATPRODUCTS.local 

10.0.1.86 sun26.GREATPRODUCTS.local 

10.0.1.87 redhat72.GREATPRODUCTS.local 

10.0.1.88 HYPERV.GREATPRODUCTS.local 

10.0.1.91 dSMITH-PC.GREATPRODUCTS.local 

10.0.1.101 WINDESKTOP1.GREATPRODUCTS.local 

10.0.1.102 DESKTOP71.GREATPRODUCTS.local 

10.0.1.110 WIN2008.GREATPRODUCTS.local 

10.0.1.111 dialtone.GREATPRODUCTS.local 

10.0.1.111 mcooper-xp.GREATPRODUCTS.local 

10.0.1.120 DESKTOP51.GREATPRODUCTS.local 

10.0.1.125 DESKTOPWork.GREATPRODUCTS.local 

10.0.1.127 jaga.GREATPRODUCTS.local 

10.0.1.128 ERPpatch.GREATPRODUCTS.local 

10.0.1.130 demo5.GREATPRODUCTS.local 

10.0.1.132 MAINVMl-dtxp.GREATPRODUCTS.local 

10.0.1.134 ERPI-GP-01.GREATPRODUCTS.local 

10.0.1.154 pSANDERS1.GREATPRODUCTS.local 
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10.0.1.156 THOMAS-PC.GREATPRODUCTS.local 

10.0.1.159 GP-scb-ltp.GREATPRODUCTS.local 

10.0.1.170 THOMAS-PC.GREATPRODUCTS.local 

172.16.0.11 GP-scb-ltp.GREATPRODUCTS.local 
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3. Internet Access 
 

Internet Access 

Latency Tests: 

Retrieval time for Google.com: 220 ms 

Retrieval time for Yahoo.com: 3263 ms 

 

 

Internet trace route to Google.com: 

Tracing route to www.google.com [74.125.45.99] over a maximum of 30 hops: 

 

1 2 ms 54.129.1.122 

2 9 ms 172.16.27.237 

3 5 ms 192.168.14.58 

4 7 ms 192.168.14.102 

5 10 ms 192.168.14.100 

6 6 ms 192.168.14.122 

7 13 ms 74.125.49.33 

8 6 ms 72.14.233.54 

9 58 ms 72.14.232.213 

10 8 ms 209.85.253.137 

11 8 ms yx-in-f99.1e100.net [74.125.45.99] 

 

Trace complete. 

 

  



 

 

 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 36 of 62 

4. Non A/D Devices 
 

Computer Name Listening Port Server Type 

10.5.0.1 Telnet (23/TCP),HTTPS (443/TCP)  

GPSRV1 DNS (53/TCP),,RDP (3389/TCP)  

10.5.0.27 HTTP (80/TCP),VNC (5900/TCP) Cherokee/0.7.2 (Debian GNU/Linux) 

10.5.0.125 FTP (21/TCP),Telnet (23/TCP),HTTP (80/TCP) debut/1.08 

10.5.0.236 FTP (21/TCP),HTTP (80/TCP) KM_HTTP-Server/0.1.0 

10.5.0.254 HTTP (80/TCP)  

  



 

 

 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 37 of 62 

5. Internet Domain 
 

greatproducts.com 

Whois Record 

Whois Server Version 2.0 

 

Domain names in the .com and .net domains can now be registered 

with many different competing registrars. Go to http://www.internic.net 

for detailed information. 

 

Domain Name: GREATPRODUCTS.COM 

Registrar: NETWORK SOLUTIONS, LLC. 

Whois Server: whois.networksolutions.com 

Referral URL: http://www.networksolutions.com 

Name Server: NS63.WORLDNIC.COM 

Name Server: NS64.WORLDNIC.COM 

Status: clientTransferProhibited 

Updated Date: 14-nov-2010 

Creation Date: 13-jan-2000 

Expiration Date: 11-nov-2011 

 

>>> Last update of whois database: Fri, 30 Sep 2011 18:08:44 UTC <<< 

 

 

Registrant: 

RapidFire, Inc. 

1500 RapidFire Road, 255A 

Atlanta, GA 30350 

US 
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Domain Name: GREATPRODUCTS.COM 

 

------------------------------------------------------------------------ 

Promote your business to millions of viewers for only $1 a month 

Learn how you can get an Enhanced Business Listing here for your domain name. 

Learn more at http://www.NetworkSolutions.com/ 

------------------------------------------------------------------------ 

 

 

Technical Contact: 

Network Solutions, LLC.  customerservice@networksolutions.com 

13861 Sunrise Valley Drive 

Herndon, VA 20171 

US 

1-888-642-9675 fax: 571-434-4620 

 

 

Record expires on 11-Nov-2011. 

Record created on 13-Jan-2000. 

Database last updated on 30-Sep-2011 13:57:59 EDT. 

 

Domain servers in listed order: 

 

NS63.WORLDNIC.COM            205.178.190.32 

NS64.WORLDNIC.COM            206.188.198.32 
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MXMailServer(Preference) TTL 

mail.global.frontbridge.com(10) 3360 
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6. System Password Strength Assessment 
 

IP Range for MBSA scan: 10.5.0.0-10.5.0.255 

Computer IP Assessment 

GREATPRODUCTS\GPSRV1 10.5.0.10 Severe Risk 

GREATPRODUCTS\GPMAIN 10.5.0.15 Severe Risk 

GREATPRODUCTS\GPREMOTE 10.5.0.20 Severe Risk 

GREATPRODUCTS\MIKE-PC 10.5.0.37 Incomplete Scan 

GREATPRODUCTS\MILARDI-PC 10.5.0.38 Incomplete Scan 

GREATPRODUCTS\MAXINE-PC 10.5.0.41 Strong Security 
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7. Patch Summary 
 

IP Range for Patch scan: 10.5.0.0-10.5.0.255 

Computer Issue Score Assessment 

GREATPRODUCTS\GPSRV1 SQL Server Security Updates Check passed No security updates are missing. 

Windows Security Updates Check failed (critical) 15 security updates are missing. 3 

service packs or update rollups are 

missing. 

GREATPRODUCTS\GPMAIN SQL Server Security Updates Check failed (critical) 1 security updates are missing. 1 

service packs or update rollups are 

missing. 

Windows Security Updates Check failed (critical) 1 security updates are missing. 

GREATPRODUCTS\GPREMOTE Office Security Updates Check passed No security updates are missing. 

SQL Server Security Updates Check passed No security updates are missing. 

Silverlight Security Updates Check passed No security updates are missing. 

Windows Security Updates Check failed (critical) 1 security updates are missing. 

GREATPRODUCTS\MIKE-PC Security Updates Unable to scan Windows Update Agent is not 

supported on this operating system. 

GREATPRODUCTS\MILARDI-PC Security Updates Unable to scan Windows Update Agent is not 

supported on this operating system. 

GREATPRODUCTS\MAXINE-PC Office Security Updates Check passed No security updates are missing. 

SQL Server Security Updates Check passed No security updates are missing. 

Silverlight Security Updates Check passed No security updates are missing. 

Windows Security Updates Check passed No security updates are missing. 
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8. Listening Ports 
 
Computer FTP 

21/TCP 
Telnet 
23/TCP 

DNS 
53/TCP 

HTTP 
80/TCP 

HTTPS 
443/TCP 

SQLServer 
1433/TCP 

RDP 
3389/TCP 

VNC 
5900/TCP 

10.5.0.1         
GPSRV1         
GPMAIN         
GPREMOTE         
10.5.0.27         
MIKE-PC         
MILARDI-PC         
MAXINE-PC         
10.5.0.125         
10.5.0.236         
10.5.0.254         
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9. External Security Vulnerabilities 
 

External IP Address Risk # Security Holes # Warnings Port and Protocol 

204.91.51.229 Low 0 0  

204.91.51.230 Low 0 0  

204.91.51.231 Low 0 0  

204.91.51.232 Low 0 0  

204.91.51.233 Low 0 0  

204.91.51.234 Medium 0 1 discard (9/tcp) 

204.91.51.235 Medium 0 1 discard (9/tcp) 
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Appendix I: Detailed Computer Analysis 
 

Computer 

Name 

O/S CPU RAM Analysis 

DAVID-PC2 Windows XP 

Professional 
   

DAVID-PC3 Windows 7 

Professional 
   

ELIZABETH-PC Windows XP 

Professional 
   

GPKRISTIN Windows XP 

Professional 
   

GPMAIN Windows 

Server 2008 

Standard 

Intel(R) Xeon(R) 

CPU           

E5506  @ 

2.13GHz 

64 MB Last 5 System Error Msgs: 

9-30-2011 12:39:12 PM 10009 The description for Event ID '-1073731815' in Source 'DCOM' cannot be 

found.  The local computer may not have the necessary registry information or message DLL files to display 

the message, or you may not have permission to access them.  The following information is part of the 

event:'PSOLER-WIN7' 

9-30-2011 12:39:07 PM 10009 The description for Event ID '-1073731815' in Source 'DCOM' cannot be 

found.  The local computer may not have the necessary registry information or message DLL files to display 

the message, or you may not have permission to access them.  The following information is part of the 

event:'PSOLER-WIN7' 

9-30-2011 12:39:02 PM 10009 The description for Event ID '-1073731815' in Source 'DCOM' cannot be 

found.  The local computer may not have the necessary registry information or message DLL files to display 

the message, or you may not have permission to access them.  The following information is part of the 

event:'PSOLER-WIN7' 

9-30-2011 12:38:41 PM 1111 Driver Brother MFC-9320CW Printer required for printer Brother MFC-

9320CW Printer is unknown. Contact the administrator to install the driver before you log in again.  

9-30-2011 12:38:41 PM 1111 Driver Brother MFC-9320CW Printer required for printer !!dc01!Brother MFC-

9320CW Printer is unknown. Contact the administrator to install the driver before you log in again.  
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Last 5 Application Error Msgs: 

9-30-2011 2:01:53 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPMain\C_VOL-b001-

i2725.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{D9EA50A0-CD7C-43A6-A1DE-

83C5D0CEE7F1}.txt  Start time: 9/30/2011 2:00:00 PM  Module: sptask  Code: 514  Message: CreateProcess 

failed with error 206: The filename or extension is too long. 

9-30-2011 2:01:53 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPMain\D_VOL-b001-

i2725.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{96B7736E-7BD1-4214-A324-

BA05A93FBEF9}.txt  Start time: 9/30/2011 2:00:00 PM  Module: sptask  Code: 514  Message: CreateProcess 

failed with error 206: The filename or extension is too long. 

9-30-2011 1:01:50 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPMain\C_VOL-b001-

i2725.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{D9EA50A0-CD7C-43A6-A1DE-

83C5D0CEE7F1}.txt  Start time: 9/30/2011 1:00:00 PM  Module: sptask  Code: 514  Message: CreateProcess 

failed with error 206: The filename or extension is too long. 

9-30-2011 1:01:50 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPMain\D_VOL-b001-

i2725.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{96B7736E-7BD1-4214-A324-

BA05A93FBEF9}.txt  Start time: 9/30/2011 1:00:00 PM  Module: sptask  Code: 514  Message: CreateProcess 

failed with error 206: The filename or extension is too long. 

9-30-2011 12:01:50 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPMain\C_VOL-b001-

i2725.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{D9EA50A0-CD7C-43A6-A1DE-

83C5D0CEE7F1}.txt  Start time: 9/30/2011 12:00:00 PM  Module: sptask  Code: 514  Message: 

CreateProcess failed with error 206: The filename or extension is too long. 

 

Listening Ports: 

DNS (53/TCP), HTTP (80/TCP), RDP (3389/TCP) 

 

Disk Capacity: 

C: 30 GB / 6.76 GB free / 77.47% used 

D: 200 GB / 44.84 GB free / 77.58% used 
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Service Tag:9440-0057-4168-9002-0831-6375-12 

CPU Count:1 

CPU Core Count:1 

Windows Key:MBCWW-HCPXK-8QF9X-GKJ9K-7GBVQ 

Make and Model:Microsoft Corporation/Virtual Machine 

Memory Banks: 

Memory Bank0 : DIMM-Synchronous-16 Mb-unknown Mhz 

Memory Bank1 : DIMM-Synchronous-16 Mb-unknown Mhz 

Memory Bank2 : DIMM-Synchronous-16 Mb-unknown Mhz 

Memory Bank3 : DIMM-Synchronous-16 Mb-unknown Mhz 

CPUs: 

Intel(R) Xeon(R) CPU           E5506  @ 2.13GHz : CPU0-1 

NICs: 

unknown : -RasSstp-[00000000] WAN Miniport (SSTP) 

unknown : -Rasl2tp-[00000001] WAN Miniport (L2TP) 

50:50:54:50:30:30 : -PptpMiniport-[00000002] WAN Miniport (PPTP) 

33:50:6F:45:30:30 : -RasPppoe-[00000003] WAN Miniport (PPPOE) 

unknown : -NdisWan-[00000004] WAN Miniport (IPv6) 

unknown : -NdisWan-[00000005] WAN Miniport (Network Monitor) 

00:15:5D:00:1B:00 : 10.5.0.15;fe80::c4b7:3ea9:67b7:1762-netvsc-[00000006] Microsoft Virtual Machine 

Bus Network Adapter 

unknown : -tunnel-[00000007] Microsoft ISATAP Adapter 

unknown : -NdisWan-[00000008] WAN Miniport (IP) 

02:00:54:55:4E:01 : -tunmp-[00000009] Microsoft Tun Miniport Adapter 

20:41:53:59:4E:FF : -AsyncMac-[00000011] RAS Async Adapter 

DEP:On for essential Windows programs and services only 

OS Manufacturer:Microsoft Corporation 

OS Version:6.0.6002 Service Pack 2 (Build 6002) 

OS Caption:Microsoft Windows Server 2008 Standard 
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OS Virtual Memory:6224 MB 

OS System Directory:C:\Windows\system32 

OS Windows Directory:C:\Windows 

GP-NET Windows 

Server 2003 
   

GP-OP170 Windows XP 

Professional 
   

GPREMOTE Windows 

Server 2008 

Standard 

Intel(R) Xeon(R) 

CPU           

E5506  @ 

2.13GHz 

64 MB Last 5 Application Error Msgs: 

9-30-2011 2:00:57 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPRemote\C_VOL-b001-

i2729.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{039C2ECD-883C-48D5-A07B-

4DFE03CF014C}.txt  Start time: 9/30/2011 2:00:00 PM  Module: sptask  Code: 514  Message: CreateProcess 

failed with error 206: The filename or extension is too long. 

9-30-2011 1:01:04 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPRemote\C_VOL-b001-

i2729.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{039C2ECD-883C-48D5-A07B-

4DFE03CF014C}.txt  Start time: 9/30/2011 1:00:00 PM  Module: sptask  Code: 514  Message: CreateProcess 

failed with error 206: The filename or extension is too long. 

9-30-2011 12:00:55 PM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPRemote\C_VOL-b001-

i2729.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{039C2ECD-883C-48D5-A07B-

4DFE03CF014C}.txt  Start time: 9/30/2011 12:00:00 PM  Module: sptask  Code: 514  Message: 

CreateProcess failed with error 206: The filename or extension is too long. 

9-30-2011 11:00:55 AM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPRemote\C_VOL-b001-

i2729.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{039C2ECD-883C-48D5-A07B-

4DFE03CF014C}.txt  Start time: 9/30/2011 11:00:00 AM  Module: sptask  Code: 514  Message: 

CreateProcess failed with error 206: The filename or extension is too long. 

9-30-2011 10:00:54 AM 536872033 Backup status: failed  Image file: \\10.5.0.27\GPRemote\C_VOL-b001-

i2729.spi  Log file: C:\Program Files (x86)\StorageCraft\ShadowProtect\Logs\{039C2ECD-883C-48D5-A07B-

4DFE03CF014C}.txt  Start time: 9/30/2011 10:00:00 AM  Module: sptask  Code: 514  Message: 

CreateProcess failed with error 206: The filename or extension is too long. 

 

Listening Ports: 
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HTTP (80/TCP), HTTPS (443/TCP), RDP (3389/TCP) 

 

Disk Capacity: 

C: 60 GB / 37.46 GB free / 37.57% used 

Service Tag:0187-4722-1938-7202-8347-6201-51 

CPU Count:1 

CPU Core Count:1 

Windows Key:MBCWW-HCPXK-8QF9X-GKJ9K-7GBVQ 

Make and Model:Microsoft Corporation/Virtual Machine 

Memory Banks: 

Memory Bank0 : DIMM-Synchronous-16 Mb-unknown Mhz 

Memory Bank1 : DIMM-Synchronous-16 Mb-unknown Mhz 

Memory Bank2 : DIMM-Synchronous-16 Mb-unknown Mhz 

Memory Bank3 : DIMM-Synchronous-16 Mb-unknown Mhz 

CPUs: 

Intel(R) Xeon(R) CPU           E5506  @ 2.13GHz : CPU0-1 

NICs: 

unknown : -RasSstp-[00000000] WAN Miniport (SSTP) 

unknown : -Rasl2tp-[00000001] WAN Miniport (L2TP) 

50:50:54:50:30:30 : -PptpMiniport-[00000002] WAN Miniport (PPTP) 

33:50:6F:45:30:30 : -RasPppoe-[00000003] WAN Miniport (PPPOE) 

unknown : -NdisWan-[00000004] WAN Miniport (IPv6) 

unknown : -NdisWan-[00000005] WAN Miniport (Network Monitor) 

00:15:5D:00:1B:01 : 10.5.0.20;fe80::5d3c:2db0:789f:a290-netvsc-[00000006] Microsoft Virtual Machine 

Bus Network Adapter 

unknown : -tunnel-[00000007] Microsoft ISATAP Adapter 

unknown : -NdisWan-[00000008] WAN Miniport (IP) 

02:00:54:55:4E:01 : -tunmp-[00000009] Microsoft Tun Miniport Adapter 

20:41:53:59:4E:FF : -AsyncMac-[00000011] RAS Async Adapter 
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DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:6.0.6002 Service Pack 2 (Build 6002) 

OS Caption:Microsoft Windows Server 2008 Standard 

OS Virtual Memory:4368 MB 

OS System Directory:C:\Windows\system32 

OS Windows Directory:C:\Windows 

GPSRV1 Windows 

Server 2008 

Standard 

Intel(R) Xeon(R) 

CPU           

E5506  @ 

2.13GHz 

8192 MB Last 5 System Error Msgs: 

9-30-2011 1:59:36 PM 1111 Driver Send To Microsoft OneNote 2010 Driver required for printer Send To 

OneNote 2010 is unknown. Contact the administrator to install the driver before you log in again.  

9-30-2011 1:59:35 PM 1111 Driver RICOH Aficio MP C4500 PCL 5c required for printer RICOH x 64 is 

unknown. Contact the administrator to install the driver before you log in again. 

9-30-2011 1:59:31 PM 1111 Driver HP Universal Printing PCL 6 required for printer HP Universal Printing 

PCL 6 is unknown. Contact the administrator to install the driver before you log in again.  

9-30-2011 1:59:29 PM 1111 Driver Adobe PDF Converter required for printer Adobe PDF is unknown. 

Contact the administrator to install the driver before you log in again.  

9-30-2011 1:59:29 PM 1111 Driver Brother MFC-9320CW Printer required for printer !!DC01!Brother MFC-

9320CW Printer is unknown. Contact the administrator to install the driver before you log in again. 

 

Last 5 Application Error Msgs: 

8-29-2011 12:53:30 PM 1023 .NET Runtime version 2.0.50727.4214 - Fatal Execution Engine Error 

(000007FEF283785E) (80131506) 

8-29-2011 12:53:24 PM 1023 .NET Runtime version 2.0.50727.4214 - Fatal Execution Engine Error 

(000007FEF283785E) (80131506) 

8-29-2011 12:53:05 PM 1023 .NET Runtime version 2.0.50727.4214 - Fatal Execution Engine Error 

(000007FEF283785E) (80131506) 

8-29-2011 12:53:04 PM 1023 .NET Runtime version 2.0.50727.4214 - Fatal Execution Engine Error 

(000007FEF283785E) (80131506) 

8-29-2011 12:53:03 PM 1000 Faulting application nddc.exe, version 1.0.0.0, time stamp 0x4e5bc244, 
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faulting module mscorwks.dll, version 2.0.50727.4214, time stamp 0x4d8c2016, exception code 

0xc0000005, fault offset 0x000000000018c590,  process id 0x(null) 

 

Listening Ports: 

DNS (53/TCP), RDP (3389/TCP) 

 

Disk Capacity: 

C: 40 GB / 13.63 GB free / 65.92% used 

D: 557.75 GB / 339.63 GB free / 39.11% used 

E: 93.05 GB / 92.96 GB free / 0.1% used 

F: 3 GB / 2.01 GB free / 33% used 

Service Tag:8VHD4M1 

CPU Count:2 

CPU Core Count:8 

Windows Key:223PV-8KCX6-F9KJX-3W2R7-BB2FH 

Make and Model:Dell Inc./PowerEdge T610 

Memory Banks: 

Memory Bank0 : DIMM-unknown-0 Mb-1066 Mhz 

Memory Bank1 : DIMM-unknown-0 Mb-1066 Mhz 

Memory Bank2 : DIMM-unknown-0 Mb-1066 Mhz 

Memory Bank3 : DIMM-unknown-0 Mb-1066 Mhz 

CPUs: 

Intel(R) Xeon(R) CPU           E5506  @ 2.13GHz : CPU0-4 

Intel(R) Xeon(R) CPU           E5506  @ 2.13GHz : CPU1-4 

System Slots: 

System Slot0 : PCI1-Available-OK 

System Slot1 : PCI2-Available-OK 

System Slot2 : PCI3-Available-OK 

System Slot3 : PCI4-In Use-OK 
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System Slot4 : PCI5-Available-OK 

NICs: 

unknown : -RasSstp-[00000000] WAN Miniport (SSTP) 

unknown : -Rasl2tp-[00000001] WAN Miniport (L2TP) 

50:50:54:50:30:30 : -PptpMiniport-[00000002] WAN Miniport (PPTP) 

33:50:6F:45:30:30 : -RasPppoe-[00000003] WAN Miniport (PPPOE) 

unknown : -NdisWan-[00000004] WAN Miniport (IPv6) 

unknown : -NdisWan-[00000005] WAN Miniport (Network Monitor) 

A4:BA:DB:1D:40:5A : -l2nd-[00000006] Broadcom BCM5709C NetXtreme II GigE (NDIS VBD Client) 

A4:BA:DB:1D:40:5A : 10.5.0.10;fe80::2d36:6a1:dc79:88e7-VMSMP-[00000007] Microsoft Virtual Network 

Switch Adapter 

unknown : -NdisWan-[00000008] WAN Miniport (IP) 

A4:BA:DB:1D:40:5C : -l2nd-[00000010] Broadcom BCM5709C NetXtreme II GigE (NDIS VBD Client) 

unknown : -AsyncMac-[00000011] RAS Async Adapter 

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter 

00:10:18:61:C4:98 : -l2nd-[00000013] Broadcom BCM5709C NetXtreme II GigE (NDIS VBD Client) 

unknown : -tunnel-[00000014] Microsoft ISATAP Adapter 

00:10:18:61:C4:9A : -l2nd-[00000015] Broadcom BCM5709C NetXtreme II GigE (NDIS VBD Client) 

unknown : -tunnel-[00000016] Microsoft ISATAP Adapter 

unknown : -tunnel-[00000017] Microsoft ISATAP Adapter 

unknown : -VMSMP-[00000018] Microsoft Virtual Network Switch Adapter 

DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:6.0.6002 Service Pack 2 (Build 6002) 

OS Caption:Microsoft Windows Server 2008 Standard 

OS Virtual Memory:16448 MB 

OS System Directory:C:\Windows\system32 

OS Windows Directory:C:\Windows 

GPTONY Windows XP Intel Pentium 2048 MB Last 5 System Error Msgs: 
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Professional III Xeon 

processor 

9-30-2011 8:54:47 AM 262153 The device, \Device\Ide\iaStor0, did not respond within the timeout period. 

9-30-2011 8:54:47 AM 262159 The device, \Device\CdRom0, is not ready for access yet. 

9-29-2011 10:10:07 AM 5719 No Domain Controller is available for domain GREATPRODUCTS due to the 

following:   %There are currently no logon servers available to service the logon request..    Make sure that 

the computer is connected to the network and try  again. If the problem persists, please contact your 

domain administrator. 

9-29-2011 10:08:57 AM 39452701 The time provider NtpClient is configured to acquire time from one or 

more  time sources, however none of the sources are currently accessible.   No attempt to contact a source 

will be made for 15 minutes.  NtpClient has no source of accurate time. 

9-29-2011 7:52:57 AM 39452701 The time provider NtpClient is configured to acquire time from one or 

more  time sources, however none of the sources are currently accessible.   No attempt to contact a source 

will be made for 14 minutes.  NtpClient has no source of accurate time. 

 

Last 5 Application Error Msgs: 

9-28-2011 9:17:15 PM 1054 Windows cannot obtain the domain controller name for your computer 

network. (A socket operation was attempted to an unreachable host. ). Group Policy processing aborted. 

9-28-2011 4:33:44 PM 131080 Failed auto update retrieval of third-party root list sequence number from: 

<http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootseq.txt> 

with error: This network connection does not exist. 

9-28-2011 4:33:43 PM 131080 Failed auto update retrieval of third-party root list sequence number from: 

<http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootseq.txt> 

with error: This network connection does not exist. 

9-28-2011 4:33:43 PM 131080 Failed auto update retrieval of third-party root list sequence number from: 

<http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootseq.txt> 

with error: This network connection does not exist. 

9-28-2011 4:33:43 PM 131080 Failed auto update retrieval of third-party root list sequence number from: 

<http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootseq.txt> 

with error: This network connection does not exist. 

 

Disk Capacity: 
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C: 142.96 GB / 95.26 GB free / 33.37% used 

Service Tag:Not Available 

CPU Count:1 

CPU Core Count:2 

Windows Key:HCBR8-FGC2K-RY7BM-HM3KT-BKVRW 

Make and Model:LENOVO/27175GU 

Memory Banks: 

Memory Bank0 : SODIMM-Synchronous-1024 Mb-1066 Mhz 

Memory Bank1 : SODIMM-Synchronous-1024 Mb-1066 Mhz 

CPUs: 

Intel Pentium III Xeon processor : CPU0-2 

System Slots: 

System Slot0 : ExpressCard Slot 1-Available-OK 

System Slot1 : CardBus Slot 1-Available-OK 

System Slot2 : Media Card Slot 1-Available-OK 

NICs: 

00:24:7E:14:4B:60 : 10.5.254.5-b57w2k-[00000001] Broadcom NetLink (TM) Gigabit Ethernet 

unknown : -AsyncMac-[00000002] RAS Async Adapter 

00:24:7E:14:4B:60 : --[00000003] Packet Scheduler Miniport 

unknown : -Rasl2tp-[00000004] WAN Miniport (L2TP) 

50:50:54:50:30:30 : -PptpMiniport-[00000005] WAN Miniport (PPTP) 

33:50:6F:45:30:30 : -RasPppoe-[00000006] WAN Miniport (PPPOE) 

unknown : -Raspti-[00000007] Direct Parallel 

unknown : -NdisWan-[00000008] WAN Miniport (IP) 

92:59:20:52:41:53 : --[00000009] Packet Scheduler Miniport 

00:22:FA:8C:F4:5C : 0.0.0.0-NETw5x32-[00000010] Intel(R) WiFi Link 5100 AGN 

00:22:FA:8C:F4:5C : --[00000011] Packet Scheduler Miniport 

52:7D:20:E6:92:34 : -NIC1394-[00000012] 1394 Net Adapter 

00:22:FA:8C:F4:5C : 0.0.0.0-NdisIP-[00000013] Microsoft TV/Video Connection 
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00:22:FA:8C:F4:5C : --[00000014] Deterministic Network Enhancer Miniport 

00:24:7E:14:4B:60 : --[00000015] Deterministic Network Enhancer Miniport 

92:59:20:52:41:53 : --[00000016] Deterministic Network Enhancer Miniport 

00:05:9A:3C:78:00 : 10.0.0.10-CVirtA-[00000017] Cisco Systems VPN Adapter 

00:05:9A:3C:78:00 : --[00000018] Deterministic Network Enhancer Miniport 

00:05:9A:3C:78:00 : --[00000019] Packet Scheduler Miniport 

00:05:9A:3C:78:00 : -klim5-[00000020] Kaspersky Anti-Virus NDIS Miniport 

52:7D:20:E6:92:34 : -klim5-[00000021] Kaspersky Anti-Virus NDIS Miniport 

00:22:FA:8C:F4:5C : -klim5-[00000022] Kaspersky Anti-Virus NDIS Miniport 

00:24:7E:14:4B:60 : -klim5-[00000023] Kaspersky Anti-Virus NDIS Miniport 

92:59:20:52:41:53 : -klim5-[00000024] Kaspersky Anti-Virus NDIS Miniport 

DEP:On for essential Windows programs and services only 

OS Manufacturer:Microsoft Corporation 

OS Version:5.1.2600 Service Pack 3 (Build 2600) 

OS Caption:Microsoft Windows XP Professional 

OS Virtual Memory:2048 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

GPUK-KW Windows 7 

Professional 
   

GP-WS-01 Windows 7 

Ultimate 
   

HOST-B Windows XP 

Professional 
   

IBM-R51 Windows XP 

Professional 
   

KRISTIN-

LAPTOP 

Windows XP 

Professional 
   

Mary-LAPTOP Windows XP Intel(R) 1536 MB Disk Capacity: 
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Professional Core(TM)2 CPU         

T5500  @ 

1.66GHz 

C: 69.34 GB / 6.09 GB free / 91.22% used 

Service Tag:Not Available 

CPU Count:1 

CPU Core Count:2 

Windows Key:HCBR8-FGC2K-RY7BM-HM3KT-BKVRW 

Make and Model:LENOVO/9456FFU 

Memory Banks: 

Memory Bank0 : SODIMM-Synchronous-512 Mb-unknown Mhz 

Memory Bank1 : SODIMM-Synchronous-1024 Mb-unknown Mhz 

CPUs: 

Intel(R) Core(TM)2 CPU         T5500  @ 1.66GHz : CPU0-2 

System Slots: 

System Slot0 : ExpressCard Slot 1-Available-OK 

System Slot1 : CardBus Slot 1-Available-OK 

NICs: 

00:16:D3:38:39:78 : 0.0.0.0-b57w2k-[00000001] Broadcom NetXtreme Gigabit Ethernet 

20:41:53:59:4E:FF : -AsyncMac-[00000002] RAS Async Adapter 

00:16:D3:38:39:78 : --[00000003] TVT Packet Filter Miniport 

unknown : -Rasl2tp-[00000004] WAN Miniport (L2TP) 

50:50:54:50:30:30 : -PptpMiniport-[00000005] WAN Miniport (PPTP) 

33:50:6F:45:30:30 : -RasPppoe-[00000006] WAN Miniport (PPPOE) 

unknown : -Raspti-[00000007] Direct Parallel 

unknown : -NdisWan-[00000008] WAN Miniport (IP) 

44:E4:20:52:41:53 : --[00000009] Packet Scheduler Miniport 

00:16:D3:38:39:78 : --[00000010] Packet Scheduler Miniport 

00:19:7D:14:39:7D : 10.5.1.3-AR5211-[00000011] 11a/b/g Wireless LAN Mini PCI Express Adapter 

00:19:7D:14:39:7D : --[00000012] Wireless Intermediate Driver 

00:19:7D:14:39:7D : --[00000013] TVT Packet Filter Miniport 

unknown : --[00000014] TVT Packet Filter Miniport 
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00:19:7D:14:39:7D : --[00000015] Packet Scheduler Miniport 

72:18:F4:13:99:28 : -NIC1394-[00000016] 1394 Net Adapter 

44:E4:20:52:41:53 : --[00000017] TVT Packet Filter Miniport 

unknown : -SSLDrv-[00000018] SSL-VPN NetExtender Adapter 

00:19:7D:14:39:7D : 10.5.1.3-NdisIP-[00000019] Microsoft TV/Video Connection 

00:19:7D:14:39:7D : --[00000020] Deterministic Network Enhancer Miniport 

00:16:D3:38:39:78 : --[00000021] Deterministic Network Enhancer Miniport 

44:E4:20:52:41:53 : --[00000022] Deterministic Network Enhancer Miniport 

00:05:9A:3C:78:00 : 10.0.0.12-CVirtA-[00000023] Cisco Systems VPN Adapter 

00:05:9A:3C:78:00 : --[00000024] Deterministic Network Enhancer Miniport 

00:05:9A:3C:78:00 : --[00000025] TVT Packet Filter Miniport 

00:05:9A:3C:78:00 : --[00000026] Packet Scheduler Miniport 

E0:91:F5:11:C6:14 : 10.5.1.2-WN111v2-[00000027] RangeMax Wireless-N USB Adapter WN111v2 

E0:91:F5:11:C6:14 : --[00000028] Deterministic Network Enhancer Miniport 

E0:91:F5:11:C6:14 : --[00000029] TVT Packet Filter Miniport 

E0:91:F5:11:C6:14 : --[00000030] Packet Scheduler Miniport 

DEP:On for essential Windows programs and services only 

OS Manufacturer:Microsoft Corporation 

OS Version:5.1.2600 Service Pack 3 (Build 2600) 

OS Caption:Microsoft Windows XP Professional 

OS Virtual Memory:2048 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

MAXINE-PC Windows XP 

Professional 

Intel(R) 

Celeron(R) CPU 

2.40GHz 

2048 MB Last 5 System Error Msgs: 

9-26-2011 7:36:48 PM 1111 Driver HP Photosmart C3100 series required for printer HP Photosmart C3100 

series is unknown. Contact the administrator to install the driver before you log in again. 

9-25-2011 2:36:40 PM 1111 Driver HP Photosmart C3100 series required for printer HP Photosmart C3100 

series is unknown. Contact the administrator to install the driver before you log in again.  

9-24-2011 5:06:51 PM 1111 Driver HP Photosmart C3100 series required for printer HP Photosmart C3100 



 

 

 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 57 of 62 

series is unknown. Contact the administrator to install the driver before you log in again.  

9-22-2011 7:32:03 AM 1111 Driver HP Photosmart C3100 series required for printer HP Photosmart C3100 

series is unknown. Contact the administrator to install the driver before you log in again.  

9-19-2011 7:50:40 PM 1111 Driver HP Photosmart C3100 series required for printer HP Photosmart C3100 

series is unknown. Contact the administrator to install the driver before you log in again. 

 

Last 5 Application Error Msgs: 

9-27-2011 8:37:24 AM 1002 Hanging application mmjb.exe, version 10.0.4.33, hang module hungapp, 

version 0.0.0.0, hang address 0x00000000. 

9-1-2011 10:20:37 AM 1002 Hanging application Update_Lic_File.exe, version 0.0.0.0, hang module 

hungapp, version 0.0.0.0, hang address 0x00000000. 

9-1-2011 7:48:05 AM 1000 Faulting application wordconv.exe, version 12.0.6500.5000, faulting module 

unknown, version 0.0.0.0, fault address 0x31265c4b. 

8-29-2011 8:00:02 AM 1002 Hanging application SFWProp.exe, version 4.0.0.101, hang module hungapp, 

version 0.0.0.0, hang address 0x00000000. 

8-23-2011 10:18:17 AM 1002 Hanging application iexplore.exe, version 8.0.6001.18702, hang module 

hungapp, version 0.0.0.0, hang address 0x00000000. 

 

Listening Ports: 

SQLServer (1433/TCP), RDP (3389/TCP) 

 

Disk Capacity: 

C: 34.43 GB / 2.22 GB free / 93.55% used 

Service Tag:HDL8S61 

CPU Count:1 

CPU Core Count:1 

Windows Key:XJM6Q-BQ8HW-T6DFB-Y934T-YD4YT 

Make and Model:Dell Computer Corporation/Dimension 3000 

Memory Banks: 
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Memory Bank0 : DIMM-Synchronous-1024 Mb-333 Mhz 

Memory Bank1 : DIMM-Synchronous-1024 Mb-333 Mhz 

CPUs: 

Intel(R) Celeron(R) CPU 2.40GHz : CPU0-1 

System Slots: 

System Slot0 : PCI1-Available-OK 

System Slot1 : PCI2-In Use-OK 

System Slot2 : PCI3-Available-OK 

NICs: 

00:11:11:CB:12:55 : 10.5.0.41-E100B-[00000001] Intel(R) PRO/100 VE Network Connection 

20:41:53:59:4E:FF : -AsyncMac-[00000002] RAS Async Adapter 

00:11:11:CB:12:55 : --[00000003] Packet Scheduler Miniport 

unknown : -Rasl2tp-[00000004] WAN Miniport (L2TP) 

50:50:54:50:30:30 : -PptpMiniport-[00000005] WAN Miniport (PPTP) 

33:50:6F:45:30:30 : -RasPppoe-[00000006] WAN Miniport (PPPOE) 

unknown : -Raspti-[00000007] Direct Parallel 

unknown : -NdisWan-[00000008] WAN Miniport (IP) 

82:10:20:52:41:53 : --[00000009] Packet Scheduler Miniport 

DEP:On for essential Windows programs and services only 

OS Manufacturer:Microsoft Corporation 

OS Version:5.1.2600 Service Pack 3 (Build 2600) 

OS Caption:Microsoft Windows XP Professional 

OS Virtual Memory:2048 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

MIKE-LAPTOP Windows XP 

Professional 
   

MIKE-PC Windows 7 

Professional 
  Listening Ports: 

RDP (3389/TCP) 
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MIKE-R500 Windows XP 

Professional 
   

MILARDI-PC Windows 7 

Professional 
  Listening Ports: 

RDP (3389/TCP) 

 

OWENS-

V6864LSIA 

Windows XP 

Professional 
   

REMOTE-HOST Windows 2000 

Professional 
   

TONY-PC Windows 2000 

Professional 
   

TONY-TC Windows XP 

Professional 
   

TONY-WKS Windows 2000 

Professional 
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Appendix II: External Security Vulnerabilities 
 

Security Issues and Fixes: 204.91.51.229 

Type Port Issue and Fix 

No Issues Found 

------------------------------------------------- 

 

Security Issues and Fixes: 204.91.51.230 

Type Port Issue and Fix 

No Issues Found 

------------------------------------------------- 

 

Security Issues and Fixes: 204.91.51.231 

Type Port Issue and Fix 

No Issues Found 

------------------------------------------------- 

 

Security Issues and Fixes: 204.91.51.232 

Type Port Issue and Fix 

No Issues Found 

------------------------------------------------- 

 

Security Issues and Fixes: 204.91.51.233 

Type Port Issue and Fix 
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No Issues Found 

------------------------------------------------- 

 

Security Issues and Fixes: 204.91.51.234 

Type Port Issue and Fix 

Warning discard (9/tcp) The remote host is running a 'discard' service. This service 

typically sets up a listening socket and will ignore all the 

data which it receives. 

This service is unused these days, so it is advised that you 

disable it. 

Solution : 

- Under Unix systems, comment out the 'discard' line in /etc/inetd.conf 

and restart the inetd process 

 

- Under Windows systems, set the following registry key to 0 : 

HKLM\System\CurrentControlSet\Services\SimpTCP\Parameters\EnableTcpDiscard 

 

Then launch cmd.exe and type : 

net stop simptcp 

net start simptcp 

 

To restart the service. 

 

Risk factor : Low 

CVE : CVE-1999-0636 

OID : 1.3.6.1.4.1.25623.1.0.11367 

 

Security Issues and Fixes: 204.91.51.235 
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Type Port Issue and Fix 

Warning discard (9/tcp) The remote host is running a 'discard' service. This service 

typically sets up a listening socket and will ignore all the 

data which it receives. 

This service is unused these days, so it is advised that you 

disable it. 

Solution : 

- Under Unix systems, comment out the 'discard' line in /etc/inetd.conf 

and restart the inetd process 

 

- Under Windows systems, set the following registry key to 0 : 

HKLM\System\CurrentControlSet\Services\SimpTCP\Parameters\EnableTcpDiscard 

 

Then launch cmd.exe and type : 

net stop simptcp 

net start simptcp 

 

To restart the service. 

 

Risk factor : Low 

CVE : CVE-1999-0636 

OID : 1.3.6.1.4.1.25623.1.0.11367 

 


